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US law pursuant to which organizations
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unless this causes harm or there is a

of Health Informatics, published, under

specific

the auspices of UCL European Institute,

processing, companies subject to the

an interesting policy paper on EU-U.S.

GDPR can process personal data only if

Privacy Shield, Brexit and the Future of

they can rely upon the lawful bases

Transatlantic Data Flows.

defined therein. Another key difference in

Ιt should be stressed at the outset that
US and EU systems of data privacy vary
considerably in terms of their structure,
approach and standards.

legal

requirement

against

the area of enforcement is that US lacks a
dedicated data privacy legislator with
wide powers, such as those entrusted
with national European Data Protection
Authorities. Yet it is paradoxical that,

As opposed to the harmonized and

although in the USA enforcement of

comprehensive European data protection

privacy laws has been assigned to the FTC

framework comprising mainly the GDPR

and is limited in scope, the latter has so

and domestic GDPR complementing laws,

far imposed heavier fines than European

US data privacy system consists of sector

Data Protection Authorities, including ICO,

specific data protection laws and state-

mostly because US laws do not set a limit

level legislation. Moreover, whereas in

to the amount of the fine, like the 20

most European member states the rights

million cap of the GDPR, and allows for

to privacy and protection of personal data

class action lawsuits.

are enshrined in national constitutions as
well as in the superior over national laws
Charter of Fundamental Rights, US legal
order does not confer constitutional value
to said rights. Added to that, contrary to

Given the fundamental differences in
their data privacy systems, US law has not
been recognized as adequate to protect
data subjects and therefore USA has not
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been granted adequacy status by the

Safe Harbour regime and currently, its

European Commission. The European

successor, the EU-U.S. Privacy Shield

Commission

unilateral

framework. Privacy Shield stands as a

adequacy decision, following a procedure

form of adequacy decision, which allows

involving the EDPB and the Standing

self-certified firms that voluntarily adopt

Committee, if after assessment of data

certain data protection standards and are

protection laws, judicial system and level

subject to the oversight and enforcement

of protection of human rights of the

mechanisms established for Privacy Shield

country under scrutiny, considers its

participating firms, such as the Privacy

overall system of data protection as

Shield Ombundsperson, to freely transfer

essentially equivalent to the EU’s.

data to the US.

In the absence of a generally applicable

The Privacy Shield is considered by major

for all organisations with registered seat

stakeholders a very successful data

in the country concerned adequacy

transfers mechanism. It counts to date

decision, each individual organisation

5300 members and facilitates massive

would in principle have to turn to

data transfers, especially in the area of

alternative hoc legal arrangements to be

digital trade. Furthermore, it is reviewed

able to transfer data from the EU, such as

annually by the European Commission.

may

issue

a

Standard Contractual Clauses (template
contracts signed by both data importer
and exporter) and Binding Corporate
Rules

(data

protection

standards

applicable in relation to data transfers
within a company or group of companies,
adopted

by

large

multinational

corporations and following approval by
the competent data protection authority).

However, it is possible that Privacy Shield
will be invalidated by the CJEU in the
future with major implications. Two highprofile cases the Schrems II case (C311/18) and La Quadrature du Net (T738/16) case are already pending before
it. Τhe Privacy Shield mechanism has been
heavily

criticized

by

data

privacy

advocates, on the grounds that US

However, companies seeking to transfer

national security and surveillance laws are

personal data from EU to the US do not

inconsistent with fundamental principles

need to make use of the aforementioned

of EU law. Μore specifically, Privacy Shield

costly and burdensome legal mechanisms.

opponents argue that it cannot prevent or

Personal data flow from EU to the USA is

even provide protection against mass

unrestricted since 2000 due to the former

surveillance

of

EU

citizens

by

US
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surveillance and intelligence gathering

Derogations set forth by Article 49 GDPR

services.

are

cannot replace data flows by means of

concerned about the lack of effective legal

adequacy decisions, since they have to be

remedies for EU citizens against same.

interpreted narrowly and cannot be

Furthermore,

they

In the event that Privacy Shield is
ultimately in whole or in part invalidated,

invoked in relation to data transfers of
repetitive nature.

companies will need to use alternatives

As a last resort, companies may try to

legal safeguards to transfer data.

implement increased data localization.

Standard Contractual Clauses are also
threatened with invalidation by the CJEU
or suspension on a case-by-case basis by
national DPAs for the same reasons

This will result though in additional costs
and hurdles to digital trade and does not
seem to resolve the issue of US
government access to data.

relating with access to EU citizen’s data by
US government for law enforcement
purposes. In the latter case, it is expected
that electronic communication service
providers, which transfer vast amount of
data to US intelligence agencies, will be
mostly

targeted

by

national

DPAS

seeking to suspend SCCs.
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