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Greece

KYRIAKIDES GEORGOPOULOS LAW FIRM

1 Digital Health and Health Care IT

1.1 What is the general definition of “digital health” in

your jurisdiction?

The Greek Ministry of Health uses the European Commission’s
definition of digital health, according to which “Digital health and care
refers to tools and services that use information and jcation technologies
(ICT5) to improve prevention, diagnosis, treatment, toring and 19
ment of health and lifestyle” (see also Communication on Enabling the
Digital Transformation of Health and Care in the Digital Single
Market), as well as the definition of eHealth provided by the WHO,
according to which “eHealth refers to the use of information and communi-
cations technology in support of health and health-related fields”.

1.2 What are the key emerging technologies in this area?

The key emerging technologies in health may be divided into the

following main categories:

[ Artificial intelligence and its applications in the health
sectof.

[ Robotic medicine.

E-health and users’ protection/telemedicine/wearable

devices/remote diagnostic and monitoring systems/
cloud-based integration of medical devices.

Emerging medical therapeutic technologies.

Big data analytics.

Virtual and augmented reality.

Genomics.
It is noted that in the near future, electronic cross-border
health services are progressively being established in Greece
(namely in order to accept/make available ePrescriptions and
Patient Summaries originating from another European country
(digital access to ePrescriptions and Patient Summaries)).

On anational level, physicians are able to issue electronic prescrip-
tions, without, under certain circumstances, patients’ physical pres-
ence being required. Patients are able to receive medicine prescrip-
tions and physicians’ referrals for diagnostic examinations via SMS
ot email (https://chealth.gov.gt/p-rv/p). Moteover, medical certif-
icates and reports may be issued via the Electronic Prescription
System of IDIKA AE (HAIKA AE/e-Government Center for
Social Security Services). Lastly, patients entitled to high-cost
medicines by the National Organization for Health Care Services
(Greek acronym: EOPYY) are able to declare in the digital appli-
cation “Application for the distribution of high cost medicines” the location
of delivery, i.e. private pharmacies or Regional Health distribution
points (EOPYY distribution channel) or their place of residence.
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Currently, a national framework for the interoperability of
health systems has been set up. The design and implementa-
tion of the Greek National eHealth Interoperability Framework
(NeHIF) has started, with the support of the European
Commission’s DG REFORM. The Greek NeHIF is being
implemented according to European directives, regulations
and international standards. The project aims to support the
management and integration of health-related data and elec-
tronic services that are crucial for increasing quality and conti-
nuity of care, rationalising the health system, and improving
(a) healthcare delivery, (b) governance, and (c) the outcomes of
treatment, by:

m  Adhering health data use and sharing processes to
European and international best practices, standards and
integration profiles.

m  Supporting the national deployment of the Electronic
Health Record.

m  Facilitating the provision of health services for both
healthcare professionals and citizens using properly coded
clinical documents.

In line with the EU strategy, the Greek NeHIF is going to
address challenges on all interoperability levels: legal and regu-
latory; organisational (including policies and processes); tech-
nical (systems and applications); and semantic. Stakeholders
from the strategic, tactical and operational levels are involved in
addressing the abovementioned challenges.

The project has entered a key phase: the first set of deliv-
erables related to design principles, selected use case analysis,
realisation scenarios and governance requirements’ documen-
tation, have already been released and the project has entered
the phase where major software vendors through their associa-
tions (e.g. Federation of Hellenic ICT Enterprises, Association
of Information Technology Companies of Northern Greece,
Hellenic Health Informatics Association, Hellenic Association
of Mobile Applications Companies, HL7 Hellas) are being
strongly engaged in the process, along with all relevant key
stakeholders. At the same time, training programmes are taking
place, to ensure that expert personnel from the Health Units
are able to analyse their operational needs in matters of data
exchange and interoperability of I'T systems.

Furthermore, Law 4727/2020 transposed Directive (EU)
2018/1972 (European Electronic Communications Code —
“EECC”) and end-users are able to access the emergency
services by using the single European emergency number “112”.
Moreover, the legislation on identification numbers for all citi-
zens has been established recently; these numbers shall be intro-
duced in all technology systems, including health and social
security, by 2022.
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1.3 What are the core legal issues in health care IT?

Due to the digitalisation of healthcare systems and the main-
tenance of electronic records with medical data, there is a need
to protect that sensitive information from any unauthorised
release. Hence, the core legal issues of healthcare IT may be
categorised as follows:

Patients’ privacy/data safety/data security.

Cybersecurity.

Al-related and other healthcare IT ethical issues.

Reliability of automated diagnoses.

Doctor-patient relation/eSkills for professionals.

Interoperability.
The issue of medical regulatory authorisations requirements
often arises. Safety and security of products and technologies,
liability and patients’ rights are key.

2 Regulatory

2.1 What are the core health care regulatory schemes?

Legal provisions relating to healthcare may be found in a number
of legislative acts and regulations, the most important of which
are the following:

] Legislative Dectree 96/1973 on the trading of pharmaceu-
tical and cosmetic products.

[ ] Law 1316/1983 on the establishment, organisation and
competence of the National Organisation of Medicines,
the National Pharmaceutical Industry, the State Pharma-
ceutical Warehouse and other provisions.

] Law 1965/1991 which amended the abovementioned Law.

[ Ministerial Decision Y6a/22261/2002 on the advertise-
ment of pharmaceutical products that may be adminis-
tered without prescription.

m  Ministerial Decision DY8d/G.P.oik.130648/2009 on
medical devices.

m  Ministerial Decision DYC3a/32221/29.4.2013 on the imple-
mentation of the Directive 2001/83/EC of the European
Parliament and of the Council on the Community Code
relating to pharmaceutical products for human use.

[ Ministerial Decision G52/59676/2016 on clinical trials
(transposition of Regulation 536/2014).

m  Ministerial Decision 0ik.15779/D.T.B.N 266/2016 trans-
posing the Directives 2015/573/EU and 2015/574/EU.

[ Ministerial Decision A3(g)/G.P./0ik.25132/2016 on access
for uninsured people to the Public Healthcare System.

] Law 4486/2017 that amended the previous legislation
(namely Law 4238/2014) on the National Primary Health
Care Network (PEDY), on the change of scope of the
Greek National Health Service (EOPYY) and other
provisions.

m Law 4529/2018 Arts 22—23 on social security.

[ Law 4600/2019 and Law 4633/2019 (establishing the
National Public Health Organisation) aiming for a general
modernisation of Greek healthcare.

[ ] Various circulars of the National Organisation for
Medicines (EOF).

[ ] The Hellenic Association of Pharmaceutical Companies
(SFEE) Code of Ethics (provisions of said Code are
binding only for the members of SFEE).

[ ] The Hellenic Association of Health-Research and
Biotechnology Industry (SEIV) Code of Ethics (provi-
sions of said Code are binding only for the members of
SELV).
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2.2 What other regulatory schemes apply to digital
health and health care IT?

Greek legislators provided the following series of legislative
provisions that specifically address digital health and healthcare
IT:

m  Law 1733/1987 on patent protection.

m Law 2121/1993 on copyright protection.

m  Law 3471/2006 on the protection of personal data and
privacy in the context of electronic communications.

m  Law 3984/2011 Art. 66 par. 16 on telemedicine.

®m  Ministerial Decision A5(d)/G.P.oik.85140/2015 regulating
the operation and the responsibilities of the National
Council for eHealth Governance.

[ The Presidential Decree 121/2017 on the structure and
responsibilities of the eGovernment Divisions, regulating
the responsibilities of the Department of Health Data
Management.

m  Law 4577/2018 on the transposition of Directive
2016/1148/EU establishing measures for a highly common
level of security of network and information systems across
the Union.

m  Law 4600/2019 Art. 84 regulating the individual patient’s
medical file.

m  Law 4624/2019 on Hellenic Data Protection Authority
(HDPA), measures for implementing Regulation (EU)
2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data, and trans-
position of Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April 2016, and other
provisions.

[ Presidential Decree 81/2019 establishing the Hellenic
Ministry of Digital Governance.

®m  Ministerial Decision A3(d)/G.P.0ik.15332/2019  on
the establishment of the National Council for eHealth
Governance.

m  Law 4655/2020 (Arts 4 and 5), establishing the digital
“Application for the distribution of high cost medicines” accessible
by patients entitled to high-cost medicines.

] Law 4670/2020 Art. 11 on the issuance of medical certif-
icates and reports viz the Electronic Prescription System
of IDIKA AE (HAIKA AE/e-Government Center for
Social Security Services.

m  Law 4690/2020 Art. 19 on the provision of health services
to patients with COVID-19 »iz digital infrastructure.

m  Law 4704/2020 Art. 13 regulating the electronic prescrip-
tion system.

] Law 4727/2020 Art. 11 on the identification numbers for
citizens.

2.3 What regulatory schemes apply to consumer

devices in particular?

The main national regulatory schemes that apply to consumer

devices are as follows:

m  Law 2251/1994 on consumers’ protection as amended by
Law 3587/2007 and Law 4512/2018 Art. 100 e/ seq.

m  Ministerial Decision Z3/2810/2004 transposing the
Directive 2001/95/EC on general product safety.

m  Law 4177/2013 on regulating the market of products and
the provision of services.

m  Ministerial Decision 5338/2018 that codifies the provi-
sions of Law 2251/1994.
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2.4 What are the principal regulatory authorities? What
is the scope of their respective jurisdictions?

The main Greek regulatory authorities are:

m  The Hellenic Ministry of Health (website: https://www.
moh.gov.gr/articles/ehealth) is responsible for protecting
and promoting the public’s health through planning
and implementing Public Health policies, and ensuring
universal and equal access to healthcare services provided
by the National Health System, as well as regulating the
operation and supervision of private healthcare providers.
In particular, the Ministry of Health shall:

(@) recommend measures to the government;

(b) inform the members of the Hellenic Parliament;

(¢) represent Greece in the European Union, in third
countries, in international organisations, etc.; and

(d) cooperate with other ministries, public services and
organisations.

m  Regulation and supervision of pharmaceutical products and
medical devices is effected ultimately by the Ministry of
Health, which is responsible for the Greek pharmaceutical
policy, and the National Organization for Medicines (website:
https://www.cof.gr/web/guest;jsessionid=0bd2dc582d-
d4612032a240b679d7) (Greek acronym: EOF) which is the
national authority for the regulation and surveillance of the
research, manufacturing, marketing and commercialisa-
tion of pharmaceutical products, medical devices and others
(e.g. cosmetics, food supplements and veterinary products,
homeopathic medicines, herbal products, vitamins, biolog-
ical products and minerals).

m  The Institute of Pharmaceutical Research and Technology
(website: https://www.ifet.gr/en/) (Greek acronym: IFET),
a subsidiary of EOF, that mainly engages in the production,
importation and distribution of pharmaceutical products
not marketed in Greece by private pharmaceutical compa-
nies, but deemed to be indispensable for patients’ treatment
and the protection of public health.

m  The National Transparency Authority, (website: https://
aead.gr/en/) which brings together six sepatate supervi-
sory agencies among which is the Inspectors-Controllers
Body for Public Administration.

m  The Hellenic Ministry of Digital Governance, (website:
https://mindigital.gr/) responsible for regulating Cyber
Security as well as Telecommunication.

m  The Hellenic Data Protection Authority (HDPA), (website:
https://www.dpa.gt/portal/page?_pageid=33,40911&_
dad=portal&_schema=PORTAL) whose purpose is to
secure the protection of natural persons with regard to
the processing of personal data and the free movement of
such data by issuing guidelines and/or decisions in cases of
violation.

m  The National Council for eHealth Governance (Greek
acronym: ESDHY), whose purpose is to provide
consulting and advising services to the Hellenic Ministry
of Health and recommending policy priorities, action
plans and necessary institutional reforms.

m  The National Cyber Security Authority, (website: https://
mindigital.gr/old/kyvernoasfaleia/2055-ethniki-stratigi-
ki-kyvernoasfaleias) responsible for the security of network
and information systems, safeguarding the compliance
with the relevant regulatory framework.

Moreover, the following organisations and self-regulation
bodies should be mentioned:

m  The Council for Monitoring Communication (Greek
acronym: SEE) is an independent, non-profit civil
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association which monitors the content of advertising
messages before their transmission by electronic media
and examines their accordance with the relevant legisla-
tion and the SEE’s Code of Ethics.

m  Furthermore, the Hellenic Association of Pharmaceutical
Companies (website: https://www.sfee.gt/?lang=en) (Greek
acronym: SFEE) — member of the European Federation
of Pharmaceutical Industries and Associations, and the
Association of Health-Research & Biotechnology Industry
(website:  http://www.seiv.gt/english)  (Greek —acronym:
SEIV), also monitor the compliance of pharmaceutical prod-
ucts and medical devices advertisements with their Codes of
Ethics, mandatory for their members, thus imposing addi-
tional sanctions in case of infringements.

m  The Greek Association of Self-Medication Industry
(website: https://efex.gt/) (Greek acronym: EFEX), which
is a non-professional, not-for-profit association of manu-
facturers and agents of medicines (herbal and non-herbal)
administered without doctors’ prescription (OTC medi-
cines), food supplements, medical devices and other para-
pharmaceutical products.

[ The National Computer Security Incident Response
Team, (website: https://efex.gt/) whose main responsi-
bilities are: (a) monitoring relevant incidents at national
level; (b) providing timely warnings, alerts and notifica-
tions; (¢) intervening in case of an incident; (d) providing a
dynamic risk and incident analysis as well as awareness of
the situation; (¢) participating in the CSIRT network and
cooperating with the corresponding services of the other
Member States; and (f) promoting, adopting and using
standard international and European practices.

2.5 What are the key areas of enforcement when it

comes to digital health and health care IT?

The laws and regulations falling under the competence of the
Hellenic Ministry of Health and the Hellenic Ministry of Digital
Governance constitute the key areas of enforcement; their
implementation is monitored and infringements are sanctioned
by Greek enforcement bodies and Greek courts.

2.6 What regulations apply to Software as a Medical

Device and its approval for clinical use?

According to European and national legislative provisions, soft-
ware may be considered as a medical device under certain condi-
tions (see also non-binding Guidelines on the Qualification
and Classification of Stand-Alone Software Used in Healthcare
within the Regulatory Framework of Medical Devices of the
European Commission). The relevant regulatory framework
on medical devices (i.e. Directive 93/42/EEC, Directive 98/79/
EC, Regulation (EU) 2017/745) is applicable in all Member
States. Under Greek legislation, Ministerial Decision DY8d/
G.P.0ik.130648/2009 on Medical Devices, tegarding the trans-
position of “Council Directive 93/42/ EEC of 14 June 1993, concerning
medical devices”, as amended, determines the legal framework
and the definition of Software as a Medical Device. In Art.
1, it refers to any instrument, apparatus, appliance, software,
material or other article, whether used alone or in combina-
tion, including the software necessary for its proper applica-
tion intended by the manufacturer to be used by human beings
for the purpose of: (a) diagnosis, prevention, monitoring, treat-
ment or alleviation of disease; (b) diagnosis, monitoring, treat-
ment, alleviation of or compensation for an injury or handicap;
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(c) investigation, replacement or modification of the anatomy or
of a physiological process; and/or (d) control of conception. It
is noted that on 26 May 2021, the provisions of the Regulation
(EU) 2017/745 shall also come into force.

3 Digital Health Technologies

3.1 What are the core issues that apply to the following

digital health technologies?

[ Telemedicine/Virtual Care
Even though telemedicine is regulated under Law
3984/2011, stipulating that telemedicine services are
provided if possible and under the responsibility of the
treating physician dealing with the particular incident, a
National Telemedicine Network was developed in 2016 by
the OTE Group on behalf of the 2™ Regional Healthcare
Administration of Piracus and the Aegean. So far, 43 tele-
medicine units have been installed in 30 health centres
on islands, 12 in regional and central hospitals and one
in the main facilities of the Hellenic Ministry of Health.
However, the absence of an extensive legal framework
on telehealth raises concerns about medical liability, data
safety and security, funding, as well as about the lack of
the required telemedicine infrastructure in the remotest
regions of the country. Private telecommunication compa-
nies try to address the latter problem by developing their
own telemedicine programmes, thus providing access to
healthcare professionals and health centres in areas that
are not covered, or at least sufficiently, by the National
Telemedicine Network.
During the COVID-19 pandemic, digital infrastructure
and services facilitate the treatment, counselling, guidance
and support of patients diagnosed with coronavirus, as
treating physicians are able to provide their services from
a distance vz digital means (Law 4690/2020). It should be
noted, however, that telemedicine services are mainly and
almost exclusively provided by healthcare professionals of
the public sector.

[ Robotics
Although robotics is commonly used in the medical sector,
mainly for surgical or patient-supporting purposes, there
is no regulation specifically regarding robotics. On the
basis of Directive 93/42/EEC and on the criteria and the
definition provided by the Resolution on “European Civil
Law Rules in Robotics”, robotically assisted surgical (RAS)
devices are classified as medical devices of class I1b and are
therefore regulated in Greece under Ministerial Decision
DY8d/G.P.oik.130648/2009.

m  Wearables
The core concern with wearable devices is their clas-
sification. Depending on their purpose, they may or
may not be subject to the Ministerial Decision DY8d/
G.P.0ik.130648/2009 on medical devices. More specifi-
cally, wearable technologies should be divided into medical
data collectors and wellness data collectors, according to
the type of information they are programmed to record.
Hence, wearable sensors that collect information on vital
and/or biochemical signs for diagnostic, monitoring or
predicting purposes may be classified as medical devices
themselves, or as an accessory used alongside a medical
device. However, sensors that record and collect infor-
mation only for self-tracking purposes are not regulated
under the aforementioned Ministerial Decision, as they
only resemble the operation of medical devices, and their
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purpose is to collect data on wellness signs such as calo-
ries, rather than diagnostic or disease monitoring data.
Other issues that apply with regard to wearables concern:
(a) protecting the uset’s privacy; (b) the creation of anon-
ymous data sets for use with data mining and Big Data
techniques; (¢) Security for audit trails, patient identifica-
tion and the avoidance of hacking of critical data; and (d)
Legislation on Liability for Defective Products, Product
Safety and eCommerce legislation.

Virtual Assistants (e.g. Alexa)

Taking into consideration that virtual assistants are not
yet incorporated into the Hellenic healthcare system, and
health information from the NHS is not available through
voice-assisted technology, there are no further identifiable
issues other than the ones provided by European biblio-
graphic references.

Mobile Apps

The main issue concerning mobile applications is the fact
that, depending on their classification, different regulatory
schemes may be applicable. Mobile apps should be divided
into the following categories: (a) health apps; (b) medical
apps; (¢) apps for the public; and (d) apps for healthcare
professionals. In particular, health apps, including fitness
apps, have to be distinguished from medical apps as their
purpose is to record wellness data and/or propose tutorials
on healthy daily habits; whereas, medical apps have a more
patient-centred perspective, monitoring and/or managing
chronic diseases, recording vital and/or biochemical signs,
reminding and/or recording medication, etc. Medical apps
may be further classified into apps designed to be used by
the general public versus apps designed for healthcare profes-
sionals. The latter apps may include electronic prescrip-
tion, medical products dosage guidance, medical calcula-
tors, clinical guidelines, textbooks, literature search portals,
health records, ¢ a/. However, Ministerial Decision DY8d/
G.Poik. 130648/2009 on medical devices is only appli-
cable to medical apps that (a) can be classified as an acces-
sory of medical devices recording and maintaining medical
data, (b) transform the smart device into a medical device
by attaching additional sensors, and/ot (c) constitute an inte-
grated medical softwarte system providing personalised diag-
noses to support the clinical decision-making. Therefore,
other types of apps have to be regulated under different
regulatory schemes depending on the provided services.
Software as a Medical Device

Software malfunction is a main concern as it may cause
loss of sensitive medical data, which can be important
and/or vital for diagnostic, monitoring, predicting or
treating purposes, thus jeopardising the patient’s health.
Additionally, another key concern consists of ensuring
data confidentiality, integrity and availability.
Al-as-a-Service

To this day, no specific European or national legislation on
Al is in place. A high-level expert group on Al has been
established and has issued “Etbics guidelines for trustworthy
AI”, whereas several EU Communications on Artificial
Intelligence have been issued. MedTech Europe released

>

a position paper on 28 November 2019, with the purpose
of outlining the potential of Al in healthcare, as well as
to recommend specific policies that could help establish a
comprehensive common EU legal framework.

On 19 February 2020, the European Commission pub-
lished a White Paper accompanied by the “Report on the
safety and liability implications of Artificial Intelligence, the Internet
of Things and Robotics” aiming to analyse the existing regu-
latory framework that applies to products incorporating
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these technologies and to determine the regulatory basis
for an EU regulatory framework. According to the afore-
mentioned Report, one of the main concerns on AT self-
learning products and systems is the human oversight
and the harm that may be caused to users. Due to the
autonomy and the self-learning feature of those prod-
ucts, it may be possible for them to take decisions and to
proceed to actions that differ from producers’ intentions
and users’ expectations.
Additionally, the patentability of AT technology has also
raised many questions. According to the new Guidelines
for Examination of the European Patent Office (EPO),
even though AI technology is based on computational
models and algorithms and the latter as such are excluded
from patentability, in case Al technology serves a technical
purpose it may be assessed as patentable. Recently, EPO
evaluated and rejected two applications on the basis that
AT technology does not qualify as an inventor. According
to the Hellenic Industrial Property Organisation (Greek
acronym: OBI) the patentability of AT is considered an
unclear area of law, as it is not explicitly regulated yet.

m  IoT and Connected Devices
The Internet of Things (I0T) raises challenges in respect
of the data’s management and storage. First of all, as the
connected devices are of different categories (e.g. wear-
able sensors, mobile apps), the collected data is of heter-
ogeneous formats. Hence, the connected devices may not
interpret the data in the same way, thus possibly losing
important medical information.  Additionally, another
concern is data quality, as the extracted information is of
different quality and the connected devices do not have an
evaluation system. Last but not least, the methods of trans-
ferring data (e.g. Bluetooth, Cloud services) are vulner-
able to hacking and/or malfunctions, potentially releasing
sensitive personal data and thus infringing national and/
or European data legislation. It should be noted that in
case of the data’s management and/or storage malfunction
or damage, it may be difficult to identify to which device
the malfunction/damage occurs as well as who is respon-
sible, due to the plurality of connected devices and the
complexity of technologies. Therefore, the development
of a platform that addresses the above concerns is of para-
mount importance.

[ 3D Printing/Bioprinting
There is alack of specific national legislative framework on 3D
Printing/Bioprinting. According to the In-Depth Analysis
on the Science and Technology Options Assessment (STOA)
study “Additive bio-manufacturing: 3D printing for medical and
human enhancement” conducted by the European Parliamentary
Research Service, the classification of the procedure of 3D
bio-printing, 3D printers and 3D printed products is crucial as
it determines the applicable regulatory framework. As far as
the procedure of 3D bio-printing is concerned, its classifica-
tion mainly depends on whether 3D printed medical devices
are mass-produced or custom-made. On the other hand, 3D
printers fall under the category of machineries, whereas the
raw material used may be either chemical substance or living
cells or tissues. Moreover, the final 3D printed products may
be categorised as medical devices or accessories to a medical
device, as advanced therapy medicinal products, or even as
medicinal products.
As 3D Printing/Bioprinting raises a number of regulatory
challenges on safety and security, product liability, owner-
ship of 3D products and biomaterials, patentability and
processing of personal data, a specific legislative regime is
required.
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m  Natural Language Processing
On the basis that natural language processing is consid-
ered a branch of AI, the abovementioned comments on
AT are also applicable in this section. There is no specific
legislation for NLP in Greece.

3.2 What are the key issues for digital platform

providers?

Digital platforms are subject to many applicable regulatory
regimes such as data protection law, competition law and
consumer protection law, as well as the EU regulatory frame-
work on digital platforms. Hence, the relevant legal framework
is very broad and therefore complex. Itis noted that measures of
implementation for Regulation (EU) 2019/1150 on promoting
fairness and transparency for business users of online interme-
diation services have been adopted in Greece by Law 4753/2020.
Additionally, the key issues arising from digital platforms are:
data security and lawfulness of processing; determining the
appropriate retention period for each category of data; adducing
appropriate safeguards in case of cross-border data transfers;
protecting patients’ sensitive data — in short, data safety/data
security issues, analysed in detail below. Moreover, online sale
restrictions (e.g. regarding prescription medicine) and related
advertising restrictions (e.g. regarding medical activity/medical
ethics) must be taken into account.

4 DataUse

4.1 What are the key issues to consider for use of

personal data?

Whilst the advent of digital health has the potential to foster
research and innovation, support personalised diagnosis and
treatments and mark a significant breakthrough in the trans-
formation of healthcare, achieving compliance with applicable
legislation on data protection, electronic identification and secu-
rity of network and information systems, is no easy task. The
mass volume of data processed in the context of digital health
tools and the elevated risk of their misuse highlights that the
evolution of digital health hinges on societal trust that strong
privacy practices and security controls are applied, in a manner
that does notin parallel impinge on operability and effectiveness.

A starting point for the use of personal data, including health
data, would be to secure a legal basis for each processing activity.
Ensuring lawfulness of processing would be of utmost impor-
tance with regard to secondary uses of health data, which most
frequently in the context of digital apps would involve using
or combining data sets for research purposes. In this regard,
it should be stressed that controllers/processors are advised
against over relying on consent but should also explore alter-
native legal grounds, where appropriate for a given purpose.
EDPB Opinion 3/2019 concerning the Interplay between the
Clinical Trials Regulation and the General Data Protection
Regulation (par. 27) indeed considers that under certain condi-
tions legitimate interest can serve as a legal basis for processing
for scientific research purposes.

In addition, it is paramount for parties processing personal
data in this context to adhere to the other fundamental data
processing principles laid down by Art. 5 of the GDPR, particu-
larly the principle of data integrity, confidentiality and availa-
bility. It should be understood that increased public trust in
digital health tools calls both for robust technological solutions
which are capable of ensuring secure use, storage and sharing of
data, and implementation of effective anonymisation techniques.
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4.2 How do such considerations change depending on

the nature of the entities involved?

Law 4624/2019 draws a distinction between data use by public
or private sector bodies and introduces more favourable provi-
sions on data processing by the former.

More specifically, according to Art. 22 (2) Law 4624/2019
public authorities may process such data not only on the basis of
Art. 9 (2) GDPR, but also for purposes of national security and
provision of humanitarian aid.

What is more, public authorities are allowed to process data for a
purpose other than those for which they were originally collected,
if (a) this is necessary for the performance of a task carried out
in the public interest or, as regards specific categories of data, if
one of the legal bases of Art. 9 (2) GDPR is applicable, and (b)
further processing is necessary so as to confirm accuracy of infor-
mation provided by the data subject, or for reasons of prevention
of violation of third-party rights, prosecution of criminal offences,
national defense and security or for statistical purposes (Art. 24).
Under similar conditions, public authorities may also further
transfer such data to public or private entities (Art. 26).

Notwithstanding the above differentiated treatment, the
considerations outlined under question 4.1 remain relevant irre-
spective of the nature of the entity.

4.3 Which key regulatory requirements apply?

The use of personal data in the context of digital health is governed
by: (i) the GDPR; (ii) Law 4624/2019 supplementing the GDPR;
(iif) Law 3471/2006 transposing Directive (EU) 2002/58 when it
comes to processing of personal data in the electronic communi-
cation sector; and (iv) dispersed provisions in sector specific legis-

lation. In addition, healthcare providers are subject to Law 4577/

2018 on Cybersecurity, which implements the NIS Directive. The

key regulatory requirements data controllers and processors need

to consider when using personal data are the following:

m  Comply with data processing principles of Art. 5 GDPR,
particularly lawfulness of processing and data mini-
misation.

m  Process personal data securely by means of appropriate
technical and organisational measures, which are propor-
tionate to the risk, placing emphasis on access rights and
data classification. In addition, if the entity concerned
falls within the scope of Law 4577/2018, they bear an obli-
gation to adopt and implement a documented security
policy in line with the national strategy on the security of
network and information systems, to secure their network
and information systems by taking technical and organi-
sational measures and ensure service continuity by taking
appropriate measures to prevent and minimise the impact
of any security incidents.

m  Incorporate data protection by design and by default.

Comply with data breach notification requirements set

forth in the GDPR and Law 4577/2018.

Conduct DPIAs, where necessary.

Appoint a Data Protection Officer (DPO).

Provide comprehensive and adequate content privacy notices.

Have in place adequate data subjects’ rights management

mechanisms.

m  Be mindful of the requirements for automated decision
making, including profiling.

m  Have in place appropriate data processing arrangements
with third parties to which they disclose or from which
they obtain personal data.
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4.4 Do the regulations define the scope of data use?

The use of health data is, according to the GDPR, prohibited,
unless one of the exceptions set forth in Art. 9 (2) GDPR is
applicable.

In addition to the GDPR, Art. 22 of Law 4624/2019 provides
that data processing by private entities and/or public authori-
ties is permissible, if it is required: (a) for social security and
social protection reasons; (b) for purposes of preventive medi-
cine, the evaluation of employees’ ability to work, medical diag-
nosis, health or social care or health or social care systems
and services, or by virtue of any agreement with a healthcare
professional bound by professional secrecy; and (c) for reasons
of public interest in the area of public health or to meet high
quality and safety standards of healthcare or medicinal prod-
ucts and devices.

4.5 What are the key contractual considerations?

Parties sharing personal data are required to enter into contrac-
tual arrangements which govern the exchange of personal data
between them, depending on the status of the parties involved
(as processors, controllers or joint controllers). Furthermore, in
case personal data is transferred to data recipients/processors
located in third countries, parties may elect to rely on standard
contractual clauses as a data transfer mechanism.

4.6 How important is it to secure comprehensive rights

to data that is used or collected?

Data subject rights have been established to confer data subjects’
greater control over their personal data. However, digital health
applications pose challenges from a practical standpoint to their
cffective exercise. Most notably, different technological stand-
ards applied by digital health operators hinder effective exercise
of the right to data portability. Moreover, sharing of data with
multiple parties interferes with enjoyment of the right to erasure.

5 Data Sharing

5.1 What are the key issues to consider when sharing

personal data?

The sharing of personal data with third parties poses more privacy
concerns and requires more increased awareness than mere data use.

In addition to the considerations referred to under question 4.1
concerning data use, which are relevant also in relation to data
sharing, the parties sharing personal data with third parties are
required to enter into written agreements with adequate data
protection arrangements and conduct privacy assessments of such
third parties with regard to their privacy and security practices.

Furthermore, organisations wishing to export health data
outside the EU/EEA, shall ensure that an appropriate data
transfer mechanism is in place.

Moreover, data subjects are required to be informed about the
data recipients or, at least, the categories of data recipients to
which their data are transferred.

5.2 How do such considerations change depending on

the nature of the entities involved?

As already discussed, Law 4624/2019 distinguishes between
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data sharing from/to public authorities, as opposed to data
sharing from/to private entities.

More specifically, data sharing between public authorities is
allowed if it is necessary for the performance of a task of the
data exporter or the importer, the conditions for further use
(mentioned under question 4.2) are met and the data importer
processes the data only for the purpose for which they are trans-
ferred (Art. 26 par. 1 and 3 GDPR).

Transfer of data from a public to a private entity is allowed: (a)
if processing is necessary for the performance of the tasks of the
data exporter and the conditions of further use are met; (b) the
data importer has a legitimate interest to be aware of the data,
which prevails over the legitimate interest of the data subject; or
(c) the processing is necessary for the establishment, defence or
exercise of legal claims and the third party has undertaken the
obligation to process the data only for this purpose.

5.3 Which key regulatory requirements apply when it

comes to sharing data?

Please see the analysis under questions 4.3 and 5.1.
6 Intellectual Property

6.1 What is the scope of patent protection?

Patents are protected on the basis of the provisions and conditions
set by Law 1733/1987 as amended and in force. Said law ensures
that the beneficiary of the patent is granted absolute protection, and
this constitutes an important motivation for developing inventions.
Moteover, the said legislation expressly defines the requirements
and the process to be followed in order for the patent to be awarded,
determines the respective criteria on the priority of patent applica-
tions, and also regulates its transfer, licence, declaration of inva-
lidity and revocation. TLast but not least, this legislation provides
for the establishment and functions of the Industrial Property
Organisation, granting the latter with fundamental competencies.

6.2 What is the scope of copyright protection?

Copyright protection is regulated by Law 2121/1993, as
amended and in force. It provides the definition of intellectual
property works, determines both the proprietary and ethical
character of the right granted to the creators’ works, provides
for related rights, ensures that the creator maintains their
petsonal association to his/her work, permits licensing for use,
promotes the economic exploitation of the work while at the
same time establishing a legal framework incorporating all rela-
tive EU Directives. Further, on 13 December 2017, the Greek
Parliament adopted Law 4481/2017 giving emphasis on regula-
tions of collective management of intellectual property rights.
For the cases not specified in the aforementioned legislation, the
Greek Civil Code is applicable.

6.3 What is the scope of trade secret protection?

Directive (EU) 2016/943 of the European Parliament and of
the Council regulates the issue of the protection of undisclosed
know-how and business information (trade secrets) against their
unlawful acquisition, use and disclosure. The said Directive
was transposed into the Greek legal system on 1 April 2019 by
virtue of Law 4605/2019, with Art. 1 thereof containing legis-
lative definitions and provisions adopted by the EU Directive.
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6.4 What are the typical results on academic

technology transfer rules?

Law 1733/1987, Arts 21, 22, Law 2741/1999, Art. 23 and Law
4310/2014 regulate academic technology transfer in Greece.
The above laws apply to technology transfer contracts, filing
of technology transfer contracts, licensing, support and insti-
tutional issues. Not all the necessary administrative acts on a
regional level have been issued and there is an issue of compe-
tencies at national and regional levels.

6.5 What is the scope of intellectual property

protection for Software as a Medical Device?

Software as a Medical Device is protected by the Intellectual
Property Law 2121/1993.

7 Commercial Agreements

7.1 What considerations apply to collaborative

improvements?

The following considerations apply to collaborative improve-
ments:
m  Legal considerations (competition, data transfer, data use).
m  Commercial considerations:
m  Need for organisational strategies.
Differentiated cultural backgrounds.
Limited survey results.
Leadership issues.
Interdisciplinary approach.

7.2 What considerations apply in agreements between

health care and non-health care companies?

Depending on the nature and the objective of the agree-
ment between healthcare and non-healthcare companies, the
following considerations may apply:

m  Competition rules.

Intellectual Property rights.

Confidentiality.

Personal data protection.

Special applicable regulations on medicinal products and/
or medical devices (e.g. authorisations by competent
authorities, safety and security of digital health products
and technologies, products liability).

8 Al and Machine Learning

8.1 What is the role of machine learning in digital

health?

The digital healthcare industry is being rapidly transformed
by the clinical use of machine learning algorithms. Machine
learning and AT technologies in general have recently been pene-
trating all areas of healthcare services, from improving digital
healthcare management to new drug and scientific discovery.
Algorithms will be implemented in the clinical setting of the
healthcare professionals by embedding them in smart devices
through the IoT and could also be used by patients for managing
chronic conditions of diseases.

In particular, machine learning applies to the following fields:
m  Discase identification/diagnosis.
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Personalised treatment.

Treatment and prediction of disease.
Smart records.

Medical data.

Drug discovery and manufacturing.

8.2 How is training data licensed?

Training data is a certain percentage of an overall dataset along

with the testing set which are used in order to train an algorithm
or a computer code. Protected works are often used as training
input data in the training data sets, upon the permission for their
use and process by the IP rights owner. Those protected works
are then enhanced by adding, for example, bounding boxes and
labels with instructions. It is unclear what rights exist in these
data sets, because this is not yet a regulated area in Greece.

8.3 Who owns the intellectual property rights to
algorithms that are improved by machine learning

without active human involvement in the software
development?

This area of law is not yet clear, as one of the core princi-
ples of intellectual property law is human authorship/human
created work and invention. The World Intellectual Property
Organization (WIPO) published on 29 May 2020 a Revised
Issues Paper on Intellectual Property Policy and Artificial
Intelligence aiming to communicate to the responsible agencies
and to address a variety of legal questions raised by Al for IP
Policy.

8.4 What commercial considerations apply to licensing

data for use in machine learning?

Licensing data is key to developing new Al and ML systems.
Commercial considerations relate, znter alia, to accessing and
securing quality data with the least restrictions possible. This
entails negotiations with third parties and regulators and
requires emphasis on the creation and management of data
retention and usage policies. Attorneys work with the devel-
opment team in order to fully assess design choices and ensure
compliance with regulatory/privacy legislation.

9 Liability

9.1 What theories of liability apply to adverse

outcomes in digital health?

Physicians are liable, under criminal and civil law, for any
adverse outcome while providing their medical services through
telemedicine to patients from a distance, according to the
Greek Legislation and the relevant announcement issued by
the Panhellenic Medical Association (No. 5439/16.04.2020).
Treating physicians, even though they do obtain signed
informed consents prior to the provision of any telemedicine
service, undertake the responsibility of diagnosing and treating
patients without examining them in-person since their physical
presence may not even be possible. The provision of this kind of
medical service might, under certain circumstances, be consid-
ered as “tinerary” practice of medicine, violating the provisions
of the Hellenic Code of Medical Ethics and leading to discipli-
naty sanctions (Law 3418/2005).

ICLG.com

At the same time, product liability is considered in the sense of
allocation of liability in a complex chain of liability for a product
or a component causing injury to an individual, taking into
account the likely event of transfer of protected health informa-
tion. This chain may involve the medical device company, even-
tually an application, cloud storage, the product manufacturer,
data breaches, a cybersecurity event, the software developer, the
healthcare provider, and wireless networks.

9.2 What cross-border considerations are there?

The main cross-border considerations are the following:
®m  Jurisdictional issues under Private International Law
(Greek Civil Code Arts 4-33).

m  Patients’ rights.

m  Safetyand Security of digital health products and technologies.
m  Products’ liability.

m  Exchange of health data (GDPR).

10 General

10.1 What are the key issues in Cloud-based services for

digital health?

The key issues in cloud-based services are:
Cybersecurity — technical safeguards.
Data transfer.

Data use.

Data protection.

Intellectual property rights.
Interoperability.

10.2 What are the key issues that non-health care

companies should consider before entering today’s
digital health care market?

The key issues that a non-healthcare company should consider are:
m  The special applicable regulatory framework on medical
devices (e.g. authorisations by competent authorities).

m  Intellectual Property rights.

m  Radical changes in the relevant market due to technolog-
ical developments.

u Competition from different types of business models
(large corporations and start-ups).

[ Innovation.

m  Specialised and interdisciplinary educated manpower.

m  The fact that digital healthcare regulatory framework is
not quite developed yet.

m  The need for a business plan specialised to the health-
care industry because of the way that it is structured and
because of consumer expectations.

m  The involved physician’s legal professional limitations and
obligations.

u Cultural differences.

m  Developing a data strategy.

m  Developing a corporate compliance plan.

10.3 What are the key issues that venture capital and

private equity firms should consider before investing in
digital health care ventures?

The key issues that venture capital and private equity firms
should consider are:
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m  Funding options (loans, state aid). 10.5 How critical is it for a digital health solution to

m  Greece’s complex tax legislation. obtain formal endorsement from physician certification
m  Bureaucracy and delays. bodies (e.g., American College of Radiology, etc.) as a
m  Grey areas on regulatory framework — accepting taking driver of clinical adoption?

risks.

Experts’ positive opinions especially in the form of official

10.4 What are the key barrier(s) holding back endorsements are of paramount importance for their clinical
widespread clinical adoption of digital health solutions? adoption. They may:
(@ Provide scientific reassurance of the digital health solu-
tion’s use.

Some of the key barriers holding back widespread clinical adop-

tion of digital health solutions are: (b) Inspire safety from a medical standpoint.

(¢  Familiarise the medical community with the digital health
concept.

(d) Lead the way for the launching of the digital health market
and competition.

m  Lack of liquidity, funding and start-up investments.

m  Lack of regulatory framework.

] Greek patients’ adherence to physical contact with the
physician.

] Lack of familiarity of ageing population with new techno-
logies.

u Healthcare professionals’ reservedness or lack of incen-
tives to switch to new technologies or methods, as well as
any vested interests in the traditional healthcare provision
system.

m  Lack of training of clinical staff to use such technologies;
slow adaptation to new technologies.

u High production and distribution costs.

] Data privacy legal impediments.
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