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On June 1st 2021, the National Cybersecurity
Authority of the Ministry of Digital
Government published a Cybersecurity
Handbook
(in
Greek
‘Εγχειρίδιο
Κυβερνοασφάλειας’) with cybersecurity best
practices aiming at strengthening the technical
and organizational resilience of public sector
organizations and private enterprises.
In light of the Handbook’s recent publication in
English (‘Cybersecurity Handbook’), at
Kyriakides Georgopoulos Law Firm, we decided
to revisit it and re-examine it against the
backdrop of the plethora of new EU policies in
the form of the European Strategy for Data,
the Digital Finance Strategy and the AI
Strategy.
In the digital world, further to new
opportunities, lurk new threats in the form of
cyberattacks. The Cybersecurity Handbook
addresses the complexity of those threats by
developing a set of best practices addressed in
183 sub-controls, organized into two
categories as follows:




Basic sub-controls, which are aimed at all
entities; and
Enhanced sub-controls, aimed at critical
and high value systems.

The Handbook’s best practices are based on
the defense-in-depth architecture, according
to which security measures are incorporated
“in the form of successive layers throughout

the network and data of an organization” thus
delaying the advance of an attack from one
layer to another.
The promotion of the security of new
technologies constitutes one of the
fundamental prerequisites for instilling
confidence and trust in citizens and businesses
alike. To this aim, the proposed best practices
recommend the development of the policies
listed below, compliance with which hampers
the risk of a successful attack and minimizes its
potential impact:


Secure Configuration Policy



Execution Control Policy



Access Control Policy



User Authentication Policy



Network Security Policy



Malware Protection Policy



Event Logs Registries



Web Application Security Policy



Teleworking Policy



Cryptography Policy



Training and Awareness Policy



Supply Chain Risk Management Policy



Cybersecurity Technical Assessment Policy
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Physical Security Policy



Data Backup Policy



Incident Handling Policy



Business Continuity and Disaster Recovery
Policy

no denying that Greece is transforming into a
global digital innovation hub. Lest not forget
that Greece hosts the Union’s principal forum
in cyber policy, the European Union Agency for
Cybersecurity (ENISA), where the synergies
between cyber policies and practical
implementation can flourish.

So where does the Handbook stand amidst
the new EU legislative framework?
Through the European Strategy for Data, which
comprises of the Data Act and the Data
Governance Act, the EU aims to become a
competitive and dynamic global data economy
where data can flow freely within the EU and
across sectors for the benefit of all.
Likewise, the European AI Strategy, comprising
of the AI act and the Commission’s
‘Communication on fostering a European
approach to artificial intelligence’, aims at
eliminating AI policy fragmentation in order to
accelerate investment, whilst the Digital
Finance Strategy is premised on the principles
of consumer protection and transnational
stability in the digital finance system.
EU policy right now is thus urgently wanting of
capacity
alignment.
The
fundamental
component that unifies all strategies lies in the
development of digital capacity in such a way
so as to enable the best attainable
transnational cooperation. The Handbook,
therefore, provides a welcome step at
fostering and harmonizing Greek cyber
defenses and practices, and stands firmly in
line with the Union’s new digital vision.
Amid the introduction of Law 4961/2022 on
“Emerging information and communication
technologies, strengthening digital governance
and other provisions”, the Greek Digital
Transformation Strategy for 2020-2025 and
the National Cybersecurity Strategy, there is
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Disclaimer: This newsletter contains general information only and is not intended to provide specific legal, or other professional advice
or services, nor is it suitable for such professional advice, and should not be used as a basis for any decision or action that may affect
you or your business. Before making any decision or taking any action that may affect you or your business, you should consult a
qualified professional advisor. We remain at your disposal should you require any further information or clarification in this regard.
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