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BY I F I GENEI A  ARGY RI ,  ANNA MARI A K AMAR A,  EV A PIT SI

 

On 27 July 2022, Law 4961/2022 “Emerging 

information and communication technologies, 

strengthening digital governance and other 

provisions” (GG’ A/146/27-07-2022) entered into 

force, introducing new regulations regarding 

modern technologies such as blockchain, artificial 

intelligence (“AI”), Internet of Things (“IoT”), 3D 

printing, drones etc. (“the  Law”). 

According to the Explanatory Report, the main 

objectives of the new Law are the following:  

(a) The implementation of a comprehensive 
national strategy for the development of AI in 
Greece and the completion of the existing 
institutional framework for cybersecurity (Part 
A); 

(b) the launch of  new measures for the 
transparent and secure operation of IoT 
devices, the possibility of the provision of 
postal services using Unmanned Aircraft 
Systems (UAS), as well as the regulation of 
distributed ledger and 3D printing 
technologies and “smart contracts”(Part B), 
and  

(c) the promotion of digital transformation and 
the simplification of administrative 
procedures; including via the creation of the 
new tool “Mitos” (Part C). 
 

A. Part A: Digital Transformation of Public 
Administration – Artificial Intelligence & 
Cybersecurity – Establishment of Committees –
Designation of competent Authorities 

 

While Greece is in the final phase to launch its 

National AI Strategy, the Law introduces several 

provisions aiming to the regulation of the use and 

utilization of AI in Greece. 

It is noteworthy that said Law constitutes the first 

national legislative attempt to regulate the use of 

AI both in public and in private sector, in spite of 

the fact that on the basis of the highly anticipated 

European Commission’s proposal in April 2021, the 

EU Regulation —the Artificial Intelligence Act— will 

provide harmonised rules on AI for all Member 

States1.   

In a nutshell, the Law provides for the following AI 

related provisions: 

 The Steering Committee on AI  
 

Article 11 of the Law provides for the 

establishment of a Steering Committee on AI, 

aiming to the coordination of the National AI 

Strategy, by virtue of a decision of the Minister of 

the Digital Governance. Said Committee shall be 

competent for:  

(a) the adoption of decisions concerning the 
implementation and continuous improvement 
of the National AI Strategy;  

                                                           
1 Proposal for a  Regulation of the European Parliament and of 
the Council laying down harmonised rules on Artificial 
intelligence (Artificial Intelligence Act) and amending certain 
union legislative acts, COM/2021/206 final, available here.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
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(b) the formulation of national priorities and 
guidelines for the optimal implementation of 
the National AI Strategy; and  

(c) the design and promotion of policy and action 
proposals, as well as the submission of 
recommendations to public sector bodies for 
the adoption of corrective measures, when 
deviations in the implementation of the 
National AI Strategy or impacts on the 
fundamental rights of natural persons are 
identified. 
 

 The Committee for the Supervision of the 
National AI Strategy  
 

Article 13 of the Law provides for the 

establishment of a Committee for the Supervision 

of the National AI Strategy, as an executive body of 

the Steering Committee on Artificial Intelligence 

within the Ministry of Digital Governance. Said 

Committee shall consist of seven (7) members, 

executives of the Ministry of Digital Governance 

and its supervised bodies and shall be established 

by decision of the Minister of Digital Governance.  

The Supervisory Committee shall be responsible 

for: 

(a) reporting on the progress of the 
implementation of the National AI Strategy 
and notifying the Steering Committee of any 
deviations in the implementation of measures 
and policies;  

(b) ensuring the implementation of the decisions 
of the Steering Committee; and  

(c) the coordination of  the activities of the 
bodies involved in the National AI Strategy, 
based on the guidelines of the Steering 
Committee. 
 

  AI Observatory  
 

Article 14 of the Law sets out the establishment of 

the AI Observatory within the Ministry of Digital 

Governance, with the main objective of collecting 

data on the implementation of the National AI 

Strategy, reporting on the activities related to AI in 

Greece, and supporting the relevant stakeholders 

in setting priorities and identifying opportunities 

and areas of added value. Within its competence, 

the AI Observatory shall draw up and update Key 

Performance Indicators (KPIs) and provide 

information inter alia on: 

(a) activities related to AI in Greece; 
(b) public or private sector entities active in the 

field of AI in Greece; and 
(c) the impact of AI activities on the fundamental 

rights of natural persons. 
 

With regard to cybersecurity, the new Law 

promotes the protection of the public sector 

against cyber-attacks through the creation of new 

organizational structures (i.e. the Observatory for 

Hybrid Threat Analysis, the National Cybersecurity 

Certification Authority, the National Cybersecurity 

Coordination Centre) and institutional roles 

(appointment of an Information and 

Communication Systems Security Officer in each 

central government body). 

 Designation of competent cybersecurity 
Authorities 

 
Τhe General Directorate for Cybersecurity of the 

General Secretariat for Telecommunications and 

Postal Services of the Ministry of Digital 

Governance will perform the dual function of the 

National Cybersecurity Certification Authority 

(article 15), in accordance with article 58 of 

Regulation (EU) 2019/881, and the National 

Coordination Center (article 17), in accordance 

with article 6 of Regulation (EU) 2021/887. 

Further, a Hybrid Threat Analysis Observatory (in 

Greek “PANYA”) is established within the Ministry 

of Digital Governance to perform an advisory role 

for the National Cybersecurity Certification 

Authority.  

 Information and Communication Systems 
Security Officer, and Security Coordinator 

 
As regards the designation of competent 

personnel, articles 18 and 19 provide for the 

obligation of public sector entities to appoint an 
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‘Information and Communication Systems Security 

Officer’ (in Greek “YASPE”) which shall monitor the 

information security and resilience of the entity, 

and manage its risk analysis plan.  

Significantly, pursuant to articles 21 and 22, critical 

digital infrastructure providers shall specifically 

appoint an IT officer in the role of ‘Security 

Coordinator’, which shall perform similar functions 

to YASPE. 

 Special provisions for PECS/PECN 
Providers 

 
Perhaps the most notable development on 

cybersecurity relates to article 24 of the Law, 

according to which PECS/PECN providers shall 

develop and annually update a risk assessment 

plan, which shall take into account the following 

factors: 

a) The reliability of suppliers in terms of the 
confidentiality, integrity and availability of 
their networks; 

b) their capacity to facilitate sufficient 
product and service supply; and 

c) the overall quality of products, services, 
cybersecurity practices, including the 
degree of control exercised by the supplier 
over his supply chain and the degree of 
prioritization of these practices. 
 

Further, Public Electronic Communication Services 

/ Networks (PECS/PECN) providers shall establish a 

procurement plan for all equipment and third-

party suppliers involved, which shall include any 

technical security measures as provided by the 

Hellenic Authority for Communication Security and 

Privacy (in Greek “ADAE”), any risk management 

measures, as well as a detailed description of 

supplies. 

 Committee for Data Protection Officers 
and Online Registry 
 

Another significant provision is found in articles 26 

and 27, where the Law sets out the establishment 

of a 9-member Committee for Data Protection 

Officers (DPOs), which meets quarterly in order to 

coordinate DPO activities and promote best 

practices. The Committee will work to ensure 

enhanced cooperation with the Hellenic Data 

Protection Authority, and facilitate further 

exchange of information and know-how.  

Further, the Law promotes greater transparency by 

introducing an online Registry of DPOs, which shall 

include a list of DPOs already designated as well as 

any notices or calls of interest as regards vacant 

positions. 

B. Part B: Exploitation of Advanced Technologies - 
provisions for IoT, D.L.T, blockchain, 3D 
printing, drones & smart contracts 

 
The new Law introduces for the first time a 

definition of the terms “blockchain”, “distributed 

ledger technology” and “distributed ledger 

technology systems” and recognizes the possibility 

of recording data or transactions via blockchain or 

other DLT, as well as the possibility of entering into 

a binding "smart contract", whose terms may be 

predefined on the blockchain. 

 Smart contracts   
 

Article 49, regulating the validity of "smart 

contracts", states that the provisions of the Greek 

Civil Code applicable to traditional contracts, such 

as the provisions referring to possible defects in 

the intention of contracting parties, the liability of 

contracting parties at the negotiation stage or the 

possible cases where a contract is declared to be 

invalid, shall also apply to “smart contracts”.  It is 

further stated in Articles 50 and 51 that a “smart 

contract” may be signed by means of an electronic 

signature or seal, shall constitute a “document” 

within the meaning of the Greek Code of Civil 

Procedure and shall be used accordingly as a 

means of evidence. Thus, on the basis of the above 

provisions, “smart contracts” shall comply with the 

basic rules of contractual agreements. This in turn 

instills confidence to contracting parties in the 

security of transactions carried out by means of 



                       
    

5 
 

 

“smart contracts” and promotes legal certainty in 

the new technological sector.  

 

 Provision of postal services using 
Unmanned Aircraft Systems (UAS) 
 

Moreover, the Law enables the provision of postal 

services using Unmanned Aircraft Systems (UAS), 

to promote environmental protection by means of 

reducing the carbon emissions produced by 

traditional vehicles as well as to improve the 

efficiency of postal services by allowing access to 

areas with limited accessibility. Article 45 states 

that a provider of authorized postal services shall 

submit a request to the Hellenic 

Telecommunications and Post Commission 

(E.E.T.T.) for the use of UAS and E.E.T.T. shall 

approve such request by the issuance of a decision. 

The particular technical characteristics and safety 

specifications of UAS shall be determined by a 

decision of the Minister of Digital Governance on 

the recommendation of the E.E.T.T. and the Civil 

Aviation Authority and depending on their 

operation and use UAS shall make use of radio 

frequencies in accordance with the National 

Frequency Band Allocation Regulation to increase 

their efficiency.  

 3D printing  
 

The Law further sets the regulatory framework for 

the protection of intellectual and industrial 

property rights in the context of 3D printing. 

Pursuant to Article 53, introducing an addition to 

Article 3 para. 2 of Law 2121/1993 on intellectual 

property, related rights and cultural issues, 

computer programs and the preparatory material 

for their design are treated as literary works 

protected under copyright provisions. A computer-

aided design file (C.A.D. file) shall also be protected 

if it contains its source code. This protection, 

however, does not apply to the ideas and 

principles on which an element of a computer 

program is based.  

The Law further sets the rights, obligations and 

liabilities of the parties involved in the 3D printing 

process and the distribution of digital models or 

files related thereto. More specifically, it is stated 

in Article 57 that digital models and files related to 

3D printing, as well as 3D printed objects and 3D 

printers/scanners are treated as goods, and 

creators as well as sellers are liable for any defects 

detected, in accordance with consumer law. 

Additionally, Article 54 provides that the use and 

distribution of online platforms, digital models or 

digital design files by means of a computer without 

the permission of the author or the legal owner is 

prohibited. 

 Imposition of obligations on operation of  
IoT devices 
 

With a view to promote the rational use of the 

possibilities provided by Internet of Things (IoT) 

technology both in the public and the private 

sector, the Law lays down a series of obligations 

for manufacturers, importers / distributors and IoT 

operators. More specifically, said provisions aim to 

the adoption of measures for the transparent and 

secure operation of IoT devices used by “operators 

of essential services” within the meaning of article 

3 point 4 of Law 4577/2018, as well as by “digital 

services providers” within the meaning of article 3 

point 6 of the same Law and by Local Government 

Organisations (“IoT operators”).  

In general, article 32 of the Law provides for 

cybersecurity measures regarding IoT devices. In 

particular, IoT devices shall be designed and 

developed in such a way in order to achieve an 

appropriate level of cybersecurity throughout their 

life cycle and to prevent attempts by unauthorised 

third parties to interfere with their usage or 

performance.  

Such indicative measures safeguarding the 

appropriate level of cybersecurity are the use of 

secure passwords on IoT devices and the 

encryption during the transfer of critical security 
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data, including remote control and management 

data access. 

 Obligations on IoT manufacturers 
 

As far as IoT manufacturers are concerned, article 

33 of the Law lays down specific obligations. More 

specifically, IoT devices intended to be provided to 

IoT operators shall be accompanied by a 

declaration of conformity from the manufacturer, 

stating that the device complies with the technical 

safety specifications stipulated in the ministerial 

decision to be issued by Article 113 para. 12a of 

the Law (“Ministerial Decision”). Moreover, the 

declaration of conformity shall be accompanied by 

a document containing instructions for use and 

safety information in terminology easily 

understood by end-users.  

 Obligations on importers and distributors 
 

Article 34 of the Law sets forth obligations on IoT 

importers and distributors. In particular, importers 

must verify that the IoT device is accompanied by 

the aforementioned declaration of conformity and 

shall provide it to the National Cybersecurity 

Authority or the competent response team 

whenever requested. Furthermore, where 

importers become aware that an IoT device does 

not comply with the technical safety specifications 

specified in the Ministerial Decision, he / she shall 

refrain from making it available until compliance 

has been achieved. In this case, the importer shall 

inform the manufacturer and, where the device 

has already been made available, the National 

Cyber Security Authority. Such obligations are 

imposed mutatis mutandis on IoT distributors.  

 Obligations on IoT operators  
 

Article 35 of the Law sets forth a series of far – 

reaching obligations on IoT operators. Firstly, IoT 

operators must use the IoT devices in accordance 

with the technical safety specifications of the 

Ministerial Decision. In addition, IoT operators 

must appoint an IoT Safety Officer who shall be 

responsible for monitoring the correct 

implementation the technical and organisational 

measures laid down in the ministerial decision of 

para 1. 12β of Article 113. Furthermore, per article 

38 of the Law, IoT operators must retain a Registry 

of interconnected services (i.e. a registry of the IoT 

devises that they use), which shall be updated on 

an annual basis and in case when the IoT device 

becomes operational. All in all, according to article 

40 of the Law IoT operators must inter alia ensure 

that: 

(a) the user of the device is provided with all 
information necessary for the safe 
installation, configuration and operation in 
a concise, transparent, comprehensible 
and easily accessible manner; 
 

(b) the user is provided with detailed 
instructions on the control of the safety of 
the device. 
 
 

 Administrative sanctions 
 

In case of non – compliance with the 

aforementioned obligations, the competent body 

of the Ministry of Digital Governance, following a 

reasoned recommendation of the National Cyber 

Security Authority, may impose, the following 

penalties, in graduated steps: 

(a) a recommendation;  
(b) a reprimand to the operator, where it is 

established that the latter, despite a 
previous recommendation by the National 
Cybersecurity Authority has failed to 
comply with its recommendations; 

(c) a fine of up to EUR 15, 000 if the operator  
fails to comply with the reprimand; and 

(d) in case of recidivism a fine of up to 100,000 
euro. 
 

C. Part C – Regulations on the National 
Administrative Procedure Policy, the National 
Plan of Simplification of Procedures and other 
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provisions regulating the strengthening of 
digital governance  

 

Part C of the Law aims at simplifying administrative 

procedures and limiting bureaucracy. It provides 

for the creation of new digital services and seeks to 

achieve the institutional strengthening of the 

structures of the Ministry of Digital Governance 

and its supervised bodies. 

 

 National Register of Administrative 
Procedures "Mitos" 
 

Specifically, article 68 of the Law completes the 

legal framework for the establishment of the 

National Register of Administrative Procedures 

"Mitos". Mitos is the central repository of all public 

administrative procedures, aiming at the 

enhancement of transparency and legal certainty 

and providing accurate and reliable information on 

the procedures, the competent authorities, the 

legislation in force and the time required to 

complete any administrative procedure to all 

citizens.  

To date, Mitos includes around 1,500 published 

procedures out of 4,500 initially recorded, with the 

total number of public sector procedures placed at 

about 6,000. The platform will be fully operational 

by the end of the year. Mitos will also interoperate 

with other platforms, such as e-paravolo, and 

gov.gr. The platform is already in a pilot phase 

here: 

Moreover, new regulations are introduced 

concerning the competences of the National 

Telecommunications and Post Commission and the 

supervised bodies of the Ministry of Digital 

Governance.  

 Data classification study 
 
Pursuant to article 74 of the Law amending article 

85 of Law 4727/2020, each information system of 

public sector entities hosted in the three 

governmental clouds described in article 87 (i.e. G-

Cloud, RE-Cloud and H-Cloud) must be 

accompanied by a data classification study carried 

out by the competent cloud management entities. 

 
D. Other provisions (Parts D, E, F, G) 

 

Article 100 of the new Law promotes the utilization 

of the Interoperability Centre for the extraction 

and verification of critical data, amending article 

96 of Law 4727/2020, which provided that 

providers of fixed and mobile telephone services, 

internet access and pay - TV services may collect 

from the Interoperability Centre of the General 

Secretariat for Public Administration Information 

Systems subscribers’ identification data, so as to 

add that the above applies in light of providers’ 

obligation to verify the identity of subscribers and 

on condition that subscribers are registered in the 

National Communication Registry of article 17 Law 

4704/2020 and the subscribers have granted their 

consent.  

Pursuant to article 116 of the Law, the provisions 

related to AI, Cybersecurity and IoT (Chapters B 

and C of the Law respectively) shall enter into force 

on March 1st 2023.  

E. Final remarks  
 

The new Law reflects the Digital Transformation of 

Public Administration and the need of responsible 

exploitation of advanced technologies. In 

particular, the aim is, inter alia, to exploit the 

potential of emerging technologies by means of an 

appropriate regulatory framework that enables the 

legitimate and secure use of those technologies in 

the public and private sectors. The Law purports to 

strengthen the cybersecurity and resilience of 

public and private entities and enable the 

responsible utilization of IoT, UAS, distributed 

ledger and 3D printing technologies. Furthermore, 

simplifying administrative procedures and limiting 

bureaucracy is key, and the new Law provides for 

https://mitos.gov.gr/index.php/%CE%91%CF%81%CF%87%CE%B9%CE%BA%CE%AE_%CF%83%CE%B5%CE%BB%CE%AF%CE%B4%CE%B1
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the creation of new digital services and seeks to 

achieve the institutional strengthening of the 

structures of the Ministry of Digital Governance 

and its supervised bodies. 

 



 

9 
KG LAW FIRM REF. NUM.: 5.062.109 

Mapping of Law 4961/2022 on Emerging 

Technologies 

The new Law on “Emerging information and communication technologies, strengthening digital governance 

and other provisions” (Law 4961/2022) (GG’ A/146/27-07-2022) purports to accelerate the country’s digital 

transformation through the imposition of stricter obligations for the responsible use of emerging technologies, 

including transparency and information requirements, and the development of new supervisory bodies. 

The Law is arranged into 116 articles across 7 thematic chapters (“Parts”): 

(1) Digital Transformation of Public Administration (Articles 1-27) 

(2) Exploitation of Advanced Technologies (Articles 28-57) 

(3) Regulations on the National Administrative Procedure Policy, the National Plan of Simplification of 

Procedures and other provisions regulating the strengthening of digital governance (Articles 58-

101) 

(4) Regulations on the Ministry of Labour and Social Affairs (Article 102-112) 

(5) Authorization Orders (Article 113) 

(6) Transitional and Repealing Orders (Articles 114-115) 

(7) Entry into force (Article 116)  

The following table seeks to summarize the key changes that the new Law will bring. 

Digital Transformation of Public Administration2  
In Part A, , the Ministry of Digital Governance lays out its ambition to exploit the potential of 
emerging technologies by means of an appropriate regulatory framework that enables the 
legitimate and secure use of those technologies in the public and private sectors.  

 
Articles 

1-27 
 

 

 AI Registry for public sector entities [public sector] 
 
Article 8 details the information necessary for the creation of a registry pertaining to an 
archive of AI systems used by public entities, which shall include information on the intended 
purpose of use of the AI system, the system’s start-up time, its operating parameters and 
general information such as name, version and manufacturer, as well as information on the 
practice of safety measures, the performance of an Algorithmic Impact Assessment and the 
performance of an Impact Assessment pursuant to Article 35 of the GDPR. 
 

 AI Registry – Code of Ethics for the use of Personal Data [private sector] 
 
Article 9 of the New Law imposes an information obligation on private entities insofar as they 
use an AI system which affects any decision-making process concerning the entity’s 
employees or prospective employees and which has an impact on their working conditions, 
their selection, recruitment or evaluation. The information obligation consists at a minimum 
of the parameters upon which any decision is based. 
 
In addition, any private sector businesses, excluding SMEs, shall draw up a Code of Ethics for 
the use of personal data as well as maintain a registry of AI systems used for the purposes of 
consumer profiling or employee evaluation, which shall include: 

(a) details on the system’s operating parameters 

 
 
 

Article 
8 
 
 
 
 
 
 
 

Articles 
9-10 

 
 

 
 
 
 
 
 

                                                           
2 Notwithstanding the title’s reference to Public Administration, Part A entails provisions targeted on both public and private entities. 
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(b) the number of natural persons concerned 
(c) technical information on the manufacturer or external partners 
(d) the period of operation, and  
(e) any safety measures taken.  

 

 The Steering Committee on AI  
 
The Law further provides for the establishment of a Steering Committee on AI, aiming at the 
coordination of the National AI Strategy, by virtue of a decision of the Minister of the Digital 
Governance.  
 

 The Committee for the Supervision of the National AI Strategy  
 
Article 13 of the Law provides for the establishment of a Committee for the Supervision of 
the National AI Strategy, as an executive body of the Steering Committee on Artificial 
Intelligence within the Ministry of Digital Governance.  
 

 AI Observatory  
 
The Law sets out the establishment of the AI Observatory within the Ministry of Digital 
Governance, with the main objective of collecting data on the implementation of the National 
AI Strategy, reporting on the activities related to AI in Greece, and supporting the relevant 
stakeholders in setting priorities and identifying opportunities and areas of added value. 
Within its competence, the AI Observatory shall draw up and update Key Performance 
Indicators (KPIs) and provide information inter alia on: 

(a) activities related to AI in Greece; 
(b) public or private sector entities active in the field of AI in Greece; and 
(c) the impact of AI activities on the fundamental rights of natural persons. 

 
With regard to cybersecurity, the new Law promotes the protection of the public sector 
against cyber-attacks through the creation of new organizational structures (i.e. the 
Observatory for Hybrid Threat Analysis, the National Cybersecurity Certification Authority, 
the National Cybersecurity Coordination Centre) and institutional roles (appointment of an 
Information and Communication Systems Security Officer in each central government body). 
 

 Designation of competent cybersecurity Authorities 
 
Τhe General Directorate for Cybersecurity of the General Secretariat for Telecommunications 
and Postal Services of the Ministry of Digital Governance will perform the dual function of the 
National Cybersecurity Certification Authority, in accordance with article 58 of Regulation 
(EU) 2019/881, and the National Cybersecurity Coordination Center, in accordance with 
article 6 of Regulation (EU) 2021/887. 

 
Further, the Observatory for Hybrid Threat Analysis (in Greek “PANYA”) is established within 
the Ministry of Digital Governance to perform an advisory role for the National Cybersecurity 
Certification Authority.  
 

 Information and Communication Systems Security Officer, and Security Coordinator  
[public and private sectors] 
As regards the designation of competent personnel, articles 18 and 19 provide for the 
obligation of public sector entities to appoint an ‘Information and Communication Systems 
Security Officer’ (in Greek “YASPE”) which shall monitor the information security and 

 
 
 
 

 
 
 

Articles 
11-12 

 
 

 
 

Article 
13 

 
 
 

 
Article 

14 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Articles 
15-17 

 
 
 
 
 

 
 
 
 
 
 

Articles 
18-19, 
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resilience of the entity, and manage its risk analysis plan. Significantly, pursuant to articles 21 
and 22, critical digital infrastructure providers shall specifically appoint an IT officer in the role 
of ‘Security Coordinator’, which shall perform similar functions to YASPE. 
 

 Special provisions for PECS/PECN Providers [private sector] 
 
Pursuant to article 24 of the Law, PECS/PECN providers shall develop and annually update a 
risk assessment plan, which shall take into account the following factors: the reliability of 
suppliers in terms of the confidentiality, integrity and availability of their networks; their 
capacity to facilitate sufficient product and service supply; and the overall quality of products, 
services, cybersecurity practices, including the degree of control exercised by the supplier 
over his supply chain and the degree of prioritization of these practices. 
 
Further, PECS/PECN providers shall establish a procurement plan for all equipment and third-
party suppliers involved, which shall include any technical security measures as provided by 
the Hellenic Authority for Communication Security and Privacy (in Greek “ADAE”), any risk 
management measures, as well as a detailed description of supplies. 
 

 Committee for Data Protection Officers and Online Registry [public sector] 
 
The Law sets out the establishment of a 9-member Committee for Data Protection Officers 
(DPOs) of central government agencies, which meets quarterly in order to coordinate DPO 
activities and promote best practices. The Committee will work to ensure enhanced 
cooperation with the Hellenic Data Protection Authority, and facilitate further exchange of 
information and know-how. Further, an online Registry of DPOs is introduced, which shall 
include a list of designated DPOs as well as any notices or calls of interest as regards vacant 
positions. 

 

21-22 
 
 

 
 
 

 
Article 

24 
 
 
 
 
 
 
 
 
 
 
 

 
Articles 
25-27 

Exploitation of advanced technologies  
Part B aims at strengthening the cybersecurity and resilience of public and private entities and 
enabling the responsible utilization of the Internet of Thigs (IoT), Unmanned Aircraft Systems 
(UAS), distributed ledger and 3D printing technologies.  
 

 
Articles 
28-57 

 
• Definitions 
 
The new Law introduces for the first time a definition of the terms “blockchain”, “distributed 
ledger technology” and “distributed ledger technology systems” and recognizes the 
possibility of recording data or transactions via blockchain or other DLT, as well as the 
possibility of entering into a binding "smart contract", whose terms may be predefined on the 
blockchain.  
 
• Imposition of obligations relating to the operation of IoT devices 
 
With a view to promote the rational use of the possibilities provided by Internet of Things 
(IoT) technology both in the public and the private sector, the Law lays down a series of 
obligations for manufacturers, importers , distributors and IoT operators. More specifically, 
said provisions aim to the adoption of measures for the transparent and secure operation of 
IoT devices used by “operators of essential services” within the meaning of article 3 point 4 of 
Law 4577/2018, as well as by “digital services providers” within the meaning of article 3 point 
6 of the same Law and by Local Government Organisations (“IoT operators”).  
 

 
 

 
Article 

31 
 
 
 
 
 
 

Article 
32 
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In general, article 32 of the Law provides for cybersecurity measures regarding IoT devices. In 
particular, IoT devices shall be designed and developed in such a way in order to achieve an 
appropriate level of cybersecurity throughout their life cycle and to prevent any unauthorised 
third parties from interfering with their usage or performance.  
 
Such indicative measures safeguarding the appropriate level of cybersecurity include the use 
of secure passwords on IoT devices, the conduction of software updates in a timely manner, 
the use of encryption during the transfer of critical security data, including remote control 
and management data access, the identification of a public authority whereby users may 
communicate security incidents, as well as the establishment of a security incident response 
policy. 
 
• Obligations on IoT manufacturers  
 
Pursuant to article 33, IoT devices intended to be provided to IoT operators shall be 
accompanied by a declaration of conformity from the manufacturer, stating that the device 
complies with the technical safety specifications specified in the ministerial decision to be 
issued by Article 113 para. 12a of the Law (“Ministerial Decision”), and shall be kept in record 
and provide it to the National Cybersecurity Authority or the competent response team 
whenever requested. Further, the declaration of conformity shall be accompanied by a 
document containing instructions for use and safety information in terminology easily 
understood by end-users. 
 
• Obligations on importers and distributors 
 
Article 34 of the Law sets forth obligations on IoT importers and distributors. In particular, 
importers must verify that the IoT device is accompanied by the aforementioned declaration 
of conformity. Furthermore, where importers become aware that an IoT device does not 
comply with the technical safety specifications specified in the Ministerial Decision, he/she 
shall refrain from making it available until compliance has been achieved. In this case, the 
importer shall inform the manufacturer and, where the device has already been made 
available, the National Cyber Security Authority. Such obligations are imposed mutatis 
mutandis on IoT distributors.  
 
• Obligations on IoT operators  
 
IoT operators must use the IoT devices in accordance with the technical safety specifications 
of the Ministerial Decision. In addition, they must appoint an IoT Safety Officer who shall be 
responsible for monitoring the correct implementation the technical and organisational 
measures laid down in the ministerial decision of para 1. 12b of Article 113.  
 
• IoT Device Registry  
 
As per article 38 of the Law, IoT operators must retain a Registry of interconnected services 
(i.e. a registry of the IoT devises that they use), which shall be updated on an annual basis 
and, in any case, when the IoT device becomes operational. 
 

 Management of incidents or other vulnerabilities 
 
The manufacturer ensures the availability of relevant procedures relating to the management 
of incidents or other vulnerabilities. The procedures must involve the manufacturer’s 
justification as regards the possible nature of the incident, detailed guidance on response 
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measures, as well as proposed measures to mitigate any potential adverse consequences. 
 

 Information obligations 
 
Pursuant to the principle of transparency, IoT operators must inter alia ensure that: 

(a) the user of the device is provided with all information necessary for the safe 
installation, parameterization and operation in a concise, transparent, 
comprehensible and easily accessible manner; 

(b) the user is provided with detailed instructions on the control of the safety of the 
device. 
 

• Administrative sanctions 
 
It shall be noted that in case of non-compliance with the aforementioned obligations, the 
competent body of the Ministry of Digital Governance, following a reasoned 
recommendation of the National Cyber Security Authority, may impose, the following 
penalties, in graduated steps: 

(a) a recommendation;  
(b) a reprimand to the operator, where it is established that the latter, despite a previous 

recommendation by the National Cybersecurity Authority has failed to comply 
with its recommendations; 

(c) a fine of up to EUR 15, 000 if the operator  fails to comply with the reprimand; and 
(d) in case of recidivism a fine of up to 100,000 euro. 

 
• Provision of postal services using Unmanned Aircraft Systems (UAS) 
 
Moreover, the Law enables the provision of postal services using Unmanned Aircraft Systems 
(UAS), to promote environmental protection by means of reducing the carbon emissions 
produced by traditional vehicles as well as to improve the efficiency of postal services by 
allowing access to areas with limited accessibility. Article 45 states that a provider of 
authorized postal services shall submit a request to the Hellenic Telecommunications and 
Post Commission (E.E.T.T.) for the use of UAS and E.E.T.T. shall approve such request by the 
issuance of a decision. The particular technical characteristics and safety specifications of UAS 
shall be determined by a decision of the Minister of Digital Governance on the 
recommendation of the E.E.T.T. and the Civil Aviation Authority and depending on their 
operation and use UAS shall make use of radio frequencies in accordance with the National 
Frequency Band Allocation Regulation to increase their efficiency.  
 
• Smart contracts   
 
Article 49, regulating the validity of "smart contracts", states that the provisions of the Greek 
Civil Code applicable to traditional contracts, such as the provisions referring to possible 
defects in the intention of contracting parties, the liability of contracting parties at the 
negotiation stage or the possible cases where a contract is declared to be invalid, shall also 
apply to “smart contracts”.  It is further stated in Articles 50 and 51 that a “smart contract” 
may be signed by means of an electronic signature or seal, shall constitute a “document” 
within the meaning of the Greek Code of Civil Procedure and shall be used accordingly as a 
means of evidence. The above provisions demonstrate that “smart contracts” shall comply 
with the basic rules of contractual agreements. This in turn instills confidence to contracting 
parties in the in the security of transactions carried out by means of “smart contracts” and 
promotes legal certainty in the new technological sector.  
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• 3D printing  
 
The Law further sets the regulatory framework for the protection of intellectual and industrial 
property rights in the context of 3D printing. Pursuant to Article 53, introducing an addition to 
Article 3 para. 2 of Law 2121/1993 on intellectual property, related rights and cultural issues, 
computer programs and the preparatory material for their design are treated as literary 
works protected under copyright provisions. A computer-aided design file (C.A.D. file) shall 
also be protected if it contains its source code. This protection, however, does not apply to 
the ideas and principles on which an element of a computer program is based.  
 
The Law further sets the rights, obligations and liabilities of the parties involved in the 3D 

printing process and the distribution of digital models or files related thereto. In particular, it 

is stated in Article 57 that digital models and files related to 3D printing, as well as 3D printed 

objects and 3D printers/scanners are treated as goods, and creators as well as sellers are 

liable for any defects detected, in accordance with consumer law. Additionally, Article 54 

provides that the use and distribution of online platforms, digital models or digital design files 

by means of a computer without the permission of the author or the legal owner is 

prohibited. 

 
 
 

Articles 
53-57 

 
 
 
 
 
 
 

 
 

Regulations on the National Administrative Procedure Policy, the National Plan of 
Simplification of Procedures and other provisions regulating the strengthening of digital 
governance  
Part C of the Law aims at simplifying administrative procedures and limiting bureaucracy. It 
provides for the creation of new digital services and seeks to achieve the institutional 
strengthening of the structures of the Ministry of Digital Governance and its supervised 
bodies. 
 

 
Articles 
58-101 

 

 National Administrative Procedure Policy 
 
The National Administrative Procedure Policy, which functions under the auspices of the 
Ministry of Digital Governance, constitutes the official framework within which all 
administrative procedures are recorded, evaluated, simplified and enriched, and consists of 
three pillars: 

(1) the National Register of Administrative Procedures "Mitos" 
(2) the National Plan of Simplification of Procedures, and 
(3) the Observatory for Bureaucracy  

 

 National Register of Administrative Procedures "Mitos" 
 
As per article 68, Mitos is the central repository of all public administrative procedures, 
aiming at the enhancement of transparency and legal certainty and providing accurate and 
reliable information on the procedures, the competent authorities, the legislation in force 
and the time required to complete any administrative procedure to all citizens. 
 
Further, new regulations are introduced concerning the competences of the National 
Telecommunications and Post Commission and the supervised bodies of the Ministry of 
Digital Governance. 
 

 Data classification study 
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Pursuant to article 74 of the Law amending article 85 of Law 4727/2020, each information 
system of public sector entities hosted in the three governmental clouds described in article 
87 (i.e. G-Cloud, RE-Cloud and H-Cloud) must be accompanied by a data classification study 
carried out by the competent cloud management entities. 
 

 
Article 

74 

Entry into force  
 

Article  
116 

The provisions related to AI, Cybersecurity and IoT (Chapters B and C of the Law respectively) 
shall enter into force on March 1st 2023.  
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