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As 2022 draws to a close, it is valuable to review 

and reflect on the legislation, cases and 

developments which have engaged the data 

protection team at Kyriakides Georgopoulos Law 

Firm for the past few months. The pace of 

developments in this practice area has been, 

without a doubt, greater than ever before, and we 

may now clearly discern a patchwork of privacy and 

data laws being robustly established in the Greek 

legal system. Below we set out a breakdown of key 

data protection and privacy developments for the 

second half of 2022.  

Law on the protection of persons who report 
breaches of Union law (Law 4990/2022), The 
Whistleblowing Law 
 
The arrival of Law 4990/2022, which transposes 

Directive (EU) 2019/1937, has brought to the fore 

the fundamental convergence between the right to 

freedom of expression and the protection of 

personal data. The Law establishes a system of 

internal and external reporting channels for any 

persons that have become aware of potential 

violations of Union law in a work-related context. To 

that end, companies with 50 or more employees 

shall designate an Officer, either a company 

employee or a third party, who will be responsible 

for receiving and monitoring reports. As regards the 

provisions on confidentiality and data protection, 

companies are required to implement the 

appropriate technical and organizational measures, 

such as pseudonymisation, to ensure the 

confidentiality of all personal data both at the time 

of report follow-ups as well as during 

communication with the competent authorities. 

Further, any processing activity conducted on said 

data shall be carried out in accordance with the 

General Data Protection Regulation (EU) 2016/679 

(“GDPR”) and Greek Law 4624/2019, and shall rely 

on the legal basis of ensuring compliance with a 

legal obligation to which the controller is subject 

(Article 6 (1)(c) of the GDPR). Anyone who infringes 

any of the aforementioned confidentiality 

obligations risks facing criminal sanctions and 

monetary fines. Read more in our Newsletter here. 

Law on emerging information and communication 
technologies, strengthening digital governance and 
other provisions (Law 4961/2022) 
 
The new Law on emerging information and 

communication technologies constitutes the first 

national legislative attempt to regulate the use of 

Artificial Intelligence. The Law seeks to accelerate 

the country’s digital transformation through the 

imposition of stricter obligations for the responsible 

use of emerging technologies, such as blockchain, 

Artificial Intelligence, Internet of Things, 3D printing 

and Unmanned Aircraft Systems. Significantly, it 

imposes an information obligation on private 

entities, consisting at a minimum of the parameters 

upon which any decision is based, insofar as they 

use an AI system which affects any decision-making 

process concerning the entity’s employees or 

prospective employees and which has an impact on 

their working conditions, their selection, 

recruitment or evaluation.  

The Law also introduces for the first time a 

definition of the terms “blockchain” and 

“distributed ledger technology” and recognizes the 

possibility of recording data or transactions via 

blockchain or other DLT, as well as the possibility of 

entering into a binding "smart contract", whose 

https://www.et.gr/api/DownloadFeksApi/?fek_pdf=20220100210
https://kglawfirm.gr/wp-content/uploads/2022/11/Greece-passes-much-anticipated-Law-on-whistleblowers-1.pdf
http://www.et.gr/api/DownloadFeksApi/?fek_pdf=20220100146
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terms may be predefined on the blockchain. 

Further, alongside these provisions, the new Law 

promotes the protection of the public sector against 

cyber-attacks through the creation of new 

organizational structures (i.e. the Observatory for 

Hybrid Threat Analysis, the National Cybersecurity 

Certification Authority, the National Cybersecurity 

Coordination Centre) and institutional roles 

(appointment of an Information and 

Communication Systems Security Officer in each 

central government body). Read more in our 

Newsletter here. 

On prior consultation and the Council of State (CoS 
Decisions 2112, 2114/2022) 
 
The Council of State (“CoS”), the Supreme 

Administrative Court of Greece, issued a rather 

thorny ruling relating to the Hellenic Data 

Protection Authority’s right to review and advise on 

legislative proposals prior to their introduction into 

force. Although the CoS reasoned that the 

Authority’s right is expressly provided for in the 

GDPR, including in Articles 36(4) and 57(1)(c), it 

ruled that said advisory function only concerns 

legislative proposals that affect the protection of 

special categories of data, or that are related to the 

exercise of the constitutional right to freedom of 

association. Our data protection team awaits to see 

how this judgment may impact the Authority’s 

advisory powers. 

On the principle of transparency (HDPA Decisions 
53, 54, 55, 56/2022) 
 
Οn October 3rd, the Hellenic Data Protection 

Authority issued a series of decisions on four 

Systemic Banks as regards the processing of card-

holders’ personal data, unbeknownst to them, via 

contactless card payments. In the ratio decidendi of 

the case, the Authority reasoned that it is 

immaterial whether the banks had initiated efforts 

to replace the cards in question and whether it was 

solely one credit card company which provided for 

said data processing activities to be conducted via 

their cards. What mattered instead was the lack of 

provision of clear information to the data subjects 

as regards said processing. Therefore, it is the 

fundamental principle of transparency that prevails 

at all times and, as such, it was imperative that data 

subjects were first informed of the unlawful 

processing prior to initiating any replacement 

efforts.  

As a result, the Authority fined each one of the four 

banks the amount of EUR 20 thousand, taking into 

account the number of data subjects affected, the 

magnitude of the scope of the processing, the 

continuous nature of the processing, the fact that 

said processing related to financial data and 

concerned the main business activities of the data 

controller, and the intentional nature of the breach 

inasmuch as the banks had purposefully overlooked 

the Authority’s previous decisions. 

Cybersecurity Handbook: sponsoring resilience to 
realize trust  
 
Over the past few months, the National 

Cybersecurity Authority (“NCA”) of the Ministry of 

Digital Government has sought to foster and 

harmonize Greek cyber defenses and practices in 

line with the Union’s digital vision. Among others, 

the NCA has recently published in English a 

Cybersecurity Handbook which provides guidelines 

for the strengthening of the technical and 

organizational resilience of public sector 

organizations and private enterprises. The 

Handbook follows the introduction of a series of 

national initiatives on cyber resiliency including the 

Greek Digital Transformation Strategy for 2020-

2025 and the National Cybersecurity Strategy, as 

well as a plethora of forthcoming Union law, 

including the Cyber Resilience Act and the Digital 

Operational Resilience Act. Read more in our 

Newsletter here. 

Memorandum of Cooperation between Data 
Protection and Competition Authorities  
 
As our work with clients has demonstrated, 

competition and data protection practices are often 

complementary to each other. That is why our data 

protection team welcomes the Memorandum of 

https://kglawfirm.gr/wp-content/uploads/2022/11/Emerging-Technologies-Law-4961-2022-c-6.pdf
https://www.dpa.gr/sites/default/files/2022-10/53_2022%20anonym.pdf
https://www.dpa.gr/sites/default/files/2022-10/54_2022%20anonym.pdf
https://www.dpa.gr/sites/default/files/2022-10/55_2022%20anonym.pdf
https://www.dpa.gr/sites/default/files/2022-10/56_2022%20anonym.pdf
https://kglawfirm.gr/wp-content/uploads/2022/09/Cybersecurity-1.pdf
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Cooperation signed last August between the 

Hellenic Data Protection Authority and the Hellenic 

Competition Commission. The two authorities 

agreed to further strengthen their ties in order to 

navigate the increasingly complex digital market 

and digital services environment, whilst 

safeguarding the freedoms and rights of citizens in 

respect of the protection of personal data and 

consumers’ protection. Overall, the authorities 

agreed to exchange expertise and know-how, and 

to set up joint working groups in their areas of 

competence for the pursuit of research and the 

development of guidelines on issues of common 

interest.  

HDPA’s action: a multi-level approach to 
understanding 
 
In July, the Hellenic Data Protection Authority 

issued a press release recommending a multi-level 

structure as a method of providing information to 

the data subject, therefore intending to promote 

greater conformity with the obligation of 

transparency as enshrined in Articles 13 and 14 of 

the GDPR. Specifically, the Authority recommended 

that, considering the volume of the information, 

websites do not use a single and lengthy bulk of 

text. Instead, the Authority suggested a multi-

layered approach which would prevent the data 

subject from suffering from ‘privacy fatigue’. As 

regards the content of the primary layer, the 

Authority recommended the inclusion of the most 

important elements of the privacy statement, 

including the purpose and scope of the data 

collection, the identity of the controller and the 

data subject’s rights. Aside from this layered 

structure, data controllers may also choose to 

communicate information through a combination of 

different modalities. 

ByDesign: Facilitating GDPR compliance for SMEs 
 
In the framework of the byDesign project 

(https://bydesign-project.eu/), an easy-to-use and 

adaptable Online Toolkit was developed and put 

into production to facilitate the compliance of small 

and medium-sized enterprises (SMEs) with the 

GDPR. Further, the project purports to promote the 

creation of ICT products and services that observe 

the principle of data protection by design, whilst 

raising awareness in this direction among all 

relevant stakeholders in the chain. 

https://www.dpa.gr/el/enimerwtiko/deltia/systaseis-gia-polyepipedi-enimerosi-se-online-periballon
https://bydesign-project.eu/
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